PURCHASE REQUEST
OFFICE OF THE SOLICITOR GENERAL

(Agency)
Department:  CASE MANAGEMENT SERVICE PR No. 024-12-272 (EPA2025) Date: December 4, 2024
Section: SAI No. Date:
Stock 3 - ; ! ;
No. Unit Item Description Qty Estimated Unit Cost Estimated Amount
lot |PROCUREMENT OF CYBER SECURITY PLATFORM FOR CYBER-| 1 Php 11,000,000.00| Php 11,000,000.00

DEFENSE BASED ON MACHINE LEARNING AND Al FOR 0SG
FOR FY 2025
The Office of the Soiicitor General requires expanding its CYBER
SECURITY PLATFORM , which is capable of identifying and containing
any anomalous threats in the network in real-time through machine fearning
and artificial intelligence.
Deliverables and Training.
a. A closed-based Security Operation Center (SOC) platform that
includes asset management, vulnerability assessment, threat
intelligence, Al engines, and security orchestration, automation, and
response (SOAR), as well as 850 Extended Detection and
Response (XDR) endpoint licenses including onboarding.
b. P24 x 7 Managed Detection and Response Service for endpoints.
c. All items should be deliversed within 30 days of receipt of the
Notice to Proceed.
d. Provide fraining covering essential items for correct use and day-
fo-day administration. Training materials, product guides, and
documentation should be available online. Must be done during
business hours and the course outline should be presented.
e. Training must begin upon deployment withing ten (10) days of
solution delivery and must be coordinated with CMS. The CMS will
provide certification for delivery and training completion.
Please see attached Terms of Refarence (TOR):
{. Scope
Il. Approved Budget for the Contract (ABC)
Ill. Deliverables and Training
IV. Schedule of Payment
V. Qualification of the Supplier
VI, Other provisions of RA 9184
Vil. Technical Specifications for Cyber Security Platform for Cyber-
Defense Based on Machine Learning and Al:
a. Technology: Extended Detaction and Response (XDR)
b. Network Security Sensor
¢. Managed Detection and Response Services (MOR)
d. Delivery and Deployment
e. Support and Services

Attached: Memorandum from TWG Chairperson SSS Joel N, Villaseran and
Approved Terms of Reference from the Technicel Working Group

VAT INCLUDED

ABLE:

fM. LIM

Amount in Words:

Eleven Million Pesos Only

Php 11,000,000.00

For Bidding (Early Procurement Activw FY 2025)
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